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1 Vision of Future Mobile & Wireless
Communication

By the year 2020, mobile and wireless communicatigitl play a central role in all aspects
of European citizens’ lives. The industry sectdf eontribute substantially to the European
business prosperity. Technology will greatly evdinam the current concept of “anywhere,
anytime” to a new paradigm of “any network on amyide, right content in the appropriate
context, in a secure manner”. This stretches thefanobile communications beyond radio
and computer science into new areas of biology icimes] psychology, sociology, human
sciences and nanotechnologies. The following sestarticulates the essence of the
eMobility aim and vision:

“The improvement of the individual's quality of life, achieved through t he availability of
an environment for instant provision and access to meaningful, multi -sensory
information and content”.

An Individual person is in the focal point and reinforces theaithat users will have a much
stronger role in defining their communication eowviment, e.g., effecting personal
preferences independently of the system, devicatilan, operator, service, and so on. This
also means that networks and service provisionldhimibased on users’ needs and interests,
namely the establishment of group communicatiosgrldommunities, e.g., families, friends
and associates, are also considered, since comesuadtivate people on a daily basis,
implying availability and responsiveness. The iasiagly important role of PANs and ad hoc
networking will catalyse the emergence of onlinencaunities.

Improvement, in parallel with novelty, constitutes one of thesic reasons for R&D, i.e., the
ultimate goals are achieved not only by inventind proposing new things, but also by
improving existing ones, which, in the end, sers@rablers for new products. However, one
must also recognise the possibility of disruptitregt can totally change complete businesses;
disruptions will most likely also shape the faceeoimmunications and impose completely
new business models in many cases.

Quality of life is a major human goal, and eMobility contribute# beyond the very basic
provision of a communication means. The startingtpaf future system and service design is
a person’s basic needs and interests, which spala parsonal, family, professional and
private lives. Technology needs to improve the ityaf life in terms of not only wealth
creation, but also education, job skills improveiméealth enhancement, security and safety.
Machine-to-machine communications is an exampleettaken into account, because it helps
in increasing system intelligence and in hiding ptarity and technology from the user.
Furthermore, it is also about enabling and alloviiugopean business to grow and prosper by
building and fully utilising the communication enstment.

Achieving through the availability implies benefits through a system made availdfite.

user will pay for usage, devices and servicesthmitost needs to be justifiable. A trend
towards taking things for granted exists, but Wilhg more emphasis on security and trust.
Furthermore, systems and networks should be wdlitingsers, and not the other way
around, i.e., efficiency is high at all times. Thgads to considering dynamism and resource-
borrowing. Seamless connection between privatepabtic services, local and long-range
communications, will be a major enabler of futuoenenunications.

Environment means that the users will strongly interact witl €nvironment that surrounds
them, e.g., by using devices for personal useydraving the location as a basis for many of
the services to be used. This implies a totallfed#int structure for the networks. Also
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context recognised by the system and it acting ahjeelly on the information is a major
enabler for intelligent applications and serviHss also means that sensor networks are
increasingly important. The number of devices geiple carry (knowingly or unknowingly)
will increase. Furthermore, the increased inteoackietween devices will consume power.
Therefore, the problem of power consumption, ardithitations thereof, will continue to be
of importance.

Instant communications, as perceived by the user, is tbeneg of the game, in the sense
that the user will be capable of communicating hewere and whenever needed, being
capable of using more than one system or netwanklsaneously to carry the information.

Provision and accesgarries the two-way communications as we knowut,it goes beyond
that, as the users will be provided with and has@esas to content and information they want
in a useful way, namely concerning transmissioredptn the future, much of the user
information may, indeed, be local, as opposedfarimmation that does not take location into
account. Moreover, peer-to-peer communicationsplaly a key role. The provision of and
access to the “right content” at the “right time"derceptual, and should be provided when a
user is ready to receive it, in a format that cdes user privacy and present context, by
using any available means and network. Sometineesshr requests the information, i.e.,
“user access to information”, while other timesithe “information that accesses the user”,
based on user’s personal or community profiles. Sttezess of such vision depends very
much on simplicity of access and use of servicesaoperation of the devices. Another
important factor is the cost of a service, whicthis reflection of capital and operational costs
of a network borne by operators and content pragide

Meaningful is key in the vision. On one hand, undesired miation (e.g., unsolicited
advertisements, spam, viruses, etc.) and privaegrwing challenges of today’s
communications. On the other hand, it means tHatrimation filtering is very important, so
that the users really get what they want. The useesl to be aware (if they so desire) of
information and content that are of interest tonth&€he information accessed or provided to
users has to be devoid of any unnecessary, irreiewal redundant components.

Multi-sensory is related to all the users’ devices, and algtiédfact that the environment
will be capable of sensing the user’s presencen, Aistual presence may be considered,
implying more sensory information being communidatend an ideal of a rich
communication close to the quality achieved inrjpg¢esonal communications or direct
communications with another environment; this calkb include non-invasive and context-
aware communication characterising polite humaeragtions. Therefore, this stretches
mobile and wireless communications beyond radiocmdputer science, into new areas of
science, like biology, medicine, psychology, samiyl, and nano-technologies, and also
requires full cooperation with other industries tratlitionally associated with
communications. Finally, the information shouldrbelti-sensory and multi-modal, making
use of all human basic senses to properly captureekt, mood, state of mind, and one’s
health state. Clearly, the realisation of thisaiisof mobile and wireless communications
demands multi-disciplinary research and developperossing the boundaries of the above
sciences and different industries. Also, the nunalb@lectronic sensors surrounding us is
quickly increasing. This will increase the amouhtlata traffic needed to be transported.

Information and content signifies that voice traffic will lose its place the main contributor
to the data traffic. The myriad of hyped serviced applications and those that have not yet
been invented are now growing the transport negd, &government will have a big role.
This vision cannot be complete without the defomitof future application scenarios and
users. A good starting point from which one shalrilv trends is to look at users as our
children and grand children, who will be the actpapulation in 15-20 years’ time.
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Many steps are required to put this vision intditgaand clearly from the establishment of
this macroscopic vision, many tasks and challengesl to be identified, and solved, at the
microscopic scale. The remainder of this documeatsiwith this latter aspect, providing for
each of the areas a specific vision, its ratioaale objectives, together with a list of the
research priorities. Besides these main areas;oth&t can be considered close to basic
research are also identified, together with sontmiives that should be implemented as
projects dealing with these specific areas.
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2 Seamless User Experience

2.1 Vision

In the near future, mobile technologies will suggmople in their daily life in a flexible and
non-intrusive manner, and become a part of therenrient in which people fulfil their daily
tasks. The instantaneous and on-demand ways ithwisigrs interact with mobile devices,
and devices interact with each other, offer thesibiity of novel approaches for providing
services that are simply not possible with traditiloserver, desktop or laptop-centric
computing. Furthermore, foldable displays and pbitg electronics offer opportunities for
new innovations, as current physical restrictiorsgradually disappearing.

Ultimately, it is the user experience that drivies adoption of new services. Thus, service platform
and enablers need to match the growing needs afstrs, which originate from a wide variety of
different sectors, covering both enterprises aedcctinsumers. A special target group for new sesvice
and experiences is the ageing population in Eunefikin a decade or two the expected rise in
population age will pose serious demands to thdeMBoropean economy. Another group is the
business people, who could also be consideredriysagpters of new and emerging technologies —
thus paving the way for mass-market solutions.

Removing barriers to mobile application experiméatawill result in the development of a myriad of
new end user targeted experiences and serviceBuhgpe can be well placed to take advantage of. To
be successful in the marketplace, European compaeied to understand users’ needs, and the
interaction between users and the mobile informadiod communication technologies environment.
This means that there is a requirement to involeectincept of the user from the very beginning of
activities, and to an increasing extent to estatdisiser-centric design process that will enabdesis
requirements to be derived in a systematic way.

This chapter identifies specific challenges thac® be fully addressed in realising the
Vision of eMobility from a user’s perspectives. Ebare:

* Understanding of user experience and acceptance

* Provision of smart user interfaces and interactions

* Mobile form factors

2.2 User Experience and Acceptance

Rationale and Objectives

The aim of involving the users in research and kgmeent processes is to create meaningful
and useful products. User-centric research focoisedentification and design of relevant
concepts, prototype development, and usabilityfaadibility tests. Researchers and
developers increasingly recognise the need to ¢heskarriers of disciplines to create
products that match the future demands of usemsofe multidisciplinary approach to the
development process opens up to new possibilierspectives and methods. The
possibilities and constraints of future mobile tealogies and applications are dependent on
user evaluations in the context of their everydagsl Such research considers relevance to
social and cultural practices and provides a fraorkvior cross European studies of
variations in user's needs and expectations of ladbthnologies and applications.

Key issue in the user experience is that the rebesdrould be done continuously: Users
habits, trends, competencies and levels of acceptamances over time. Then the research
and testing activities should be done followingyaamic process — not in need basis.
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Improved and extended multimedia communicationises richer, higher quality,
ubiquitous and context-aware while being affordabieill be a key driver for eMobility and
for the future communication infrastructure. Onewdd understand the user’s preferences
and requirements regarding future multimedia compation services in different contexts,
and to map these preferences down to requiremariteeaunderlying technology.

Incorporation of the above issues would impose reirements on network configuration
technologies as well as on mobile service desiggtion and deployment methodologies.

Research Priorities

To expand research and development on mobile témffies to embrace a broader social and
cultural context is a challenging task that requt@ect involvement of users with wide range
of requirements and cultural backgrounds and asliin the process of research and
development. The testing of technical solutioneesil-life settings can help bridge the gap
between different disciplines as well as technaabievelopment leading to successful
market implementation.

Accessibility for all is an important vision fortiure mobile solutions. This provides
increased availability, access and usability oftenhand application for different user groups
(children, disabled, elderly) through multi-modakuinterfaces. New mobile technologies
can overcome the digital divide and increase irsiidss cultural, social and political
participation and understandings. However, secarity privacy issues need to be carefully
handled due to potential deployment for surveileaand control purposes.

Contribution, cooperation and collaboration are &egracteristics driving new types of user
experience, where user becomes a part of a comyn@hitine games, media on demand, rich
communications, education, and other individualteoty activity, and service contribution

are based upon collaboration between users andtaetssociated software agents.
Collaboration and (user) community aspects may &ia wirivers for future services and
mobile experiences, but they still need to be ustded better.

Coming back to the fundamental user research qumsstadvanced technical solutions do not
guarantee success if they are not justified bysisereds and requirements.
The fundamental questions that need to be investigare:

 How to ensure and improve the acceptability of ises? How to take into account
the ageing population and their needs? How to additee needs of business users?
How to involve the public sector?

* How to develop software production processes tly filke user requirements into
account at an early stage? How to improve useregmesearch methods to better
answer to the new research challenges — togethirbusiness people and software
designers? How to find out and improve the meadlitsalof the user-centred
research results?

* How to enable natural human-system interaction,afaress to services and use the
devices?

« What are the user's preferences and requirememardieg future multimedia
communication services — what is the influence seats like basic media quality,
richness and accompanying information on percesedice quality for different
contexts?

» How to provide in distributed and heterogeneousrenments with many functional
and business relationships a defined and adeqaatiEe quality to the end-users or
the enterprise customers?
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This whole research setting calls for strong pguditon and involvement of human sciences
research community, where one collects and analhseds and requirements from actual
users and iteratively validates results.

2.3 Smart User Interfaces and Interactions

Rationale and Objectives

The user acceptance of services and systemsicatfdr their success. There, the user
interfaces (Ul) and interactions play a major relace they are often the only part that the
user sees — they are the display window for allfitommunication systems. The
expectations are not modest: The user interfacaddlbe simple, self-explaining, easy-to-
use, multi-modal, intelligent, context-aware, sitia-aware and adaptive.

In multi-modal Uls, interaction modalities dependthe context in which the device is used.
Interplay between contextual and interaction maydgi critical to facilitate seamless use of
the device. Smart Ul technologies for mobile wilem up great opportunities to meet the
needs of the mobile user on personal basis in tefragnplicity and intuitivity of use and
based on one’s own preferences and interestsgraiio, virtual and augmented reality with
future displays and input/output devices enableleshew opportunities for user interfaces
and more comprehensive interaction.

From the enabling-technologies side, context-awmpmications are fundamental for future
mobile applications and systems to provide rich @akistent user experiences. This requires
also interfaces with learning capabilities and aaliégn (content, interaction modality, user
interface) based on the context and situation.r€eearch and development challenge is to
create a flexible context-modelling framework wattficient means of presenting,

maintaining, sharing, protecting, reasoning, anergag device, user and network context
information.

In this new environment, we will have multiple dess with different capabilities that can
automatically establish their local communicatiand provide the user with multi-modal
interaction with multiple services. Users will alseed to access their services via an
increasingly heterogeneous communications infragira, either via fixed communication
links, but in particular via wireless communicatiorks. Automatic, multi-modal, and
simultaneous access to multiple services is exgdotenhance the user experience and also
minimise the user’s effort needed to arrange tmenoonication and allow the user to focus
their attention on essentials.

However, the multi-dimensional heterogeneous usageonment poses several important
challenges with respect to zero-configuration aidéhy complexity from a user. Machine-to-
machine communication and sensor networking tedyiesd are also required to enhance the
future user experience. When devices can communigatn invisible, secure and trusted
manner to simplify and make life more conveniemttf® user, they can significantly
contribute and add value to life.

The borderline between the technologies that déhlimteraction with the user and the
underlying enabling technologies is not a clear. sm@rder to meet the multiple challenges,
the user interface and interaction technologiesareh and development have to be coupled
with the underlying technologies and platforms. Tker-driven approach needed in
designing new user interaction solutions posesamwands for the whole software and
systems design and engineering process — co-das@ynollaboration is needed in a
multidisciplinary fashion.
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Research Priorities

Key challenges in user interfaces and interactrea & to be able to design simple and
natural multi-modal user interfaces (voice commadext, to speech, gesture recognition) with
enough features for different users in differetdagions. The interaction mechanisms should
make use of all senses and modalities in commungatith the user — speech recognition as
a starting point.

The systems and user interfaces described abowuddhe able to adapt to the expertise and
capabilities of the user, as well as to the coraext situation of the user (exploiting all kinds
of sensor information). In general, this requingstems and interfaces with learning
capabilities and adaptation (content, interactiadatity, user interface) based on the context
and situation. Specific important aspects withis ttontext-awareness and adaptivity
challenge are privacy and security; i.e., ensulttiag people’s data do not end up in wrong
hands and is not used against them.

Devices and services with autoconfigurable andhivideking interfaces complement the list
of main user interfaces and interaction challermyesnabling zero-configuration and hidden
complexity in multi-dimensional heterogeneous usagé@ronments.

In summary, multi-modality and context-awarenessser interfaces create fundamental
research challenges that target enabling betterexperience:

» Explore how context-awareness can provide rich @wistent user experiences for
future mobile applications and systems.

* Invention of radically simplified mechanisms andheologies for context capturing,
sensor communication, context classifications apd rfficient and robust user-
centric application design processes based onrhattierstanding of usage model of
services and devices.

* Enhance current user interfaces with learning dépab and adaptation (content,
interaction modality, user interface) based onctiretext and situation.

e Study the interplay between contextual and inteaamnodality for seamless use of
the device irrespective of the access network.

» Research new interaction ways and modes togethtdr wiitual and augmented
reality technologies, future displays and inputpoit devices, and bring new
opportunities for user interfaces and more comprsive interaction.

 Enable automatic zero-configuration and complexitgnagement (including the
management of privacy and trust) in order to makeasy and simple for users to
reach services with a minimum of effort.

2.4 Future Mobile Device Form Factors

Rationale and Objectives

So far, mobile devices design has been boundedffeyesht practical factors because of
materials and communication technology limitaticios;example, display devices have
suffered limitations in size and resolution, andoif@devices themselves have been mono-
block units with certain similar components (digplalectronic components inside, etc.)
limiting the innovations in design and functiongalit

New manufacturing materials and methods — includtdgable displays and printable
electronics — open new doors not only for innovatiout also for new ways of enhancing the
user experience. The disappearing computing paradigy become closer to a normal user,
if her devices or their components are, e.g., beitegrated into (inside) her clothes or other
wearable materials without additional weight.
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Another dimension driving the form-factors is thaypeople use their devices: Are they for
a single purpose or for multiple purposes? Is toeeedevice for private life and professional
use? Should one give more emphasis on small smpar@d with feature-richness?

Research Priorities

The form-factors research includes:

 How the new devices can help getting the best plessiser experience in the future

communication systems environment?

* New devices: Design and impact of new materials

e Multi-purpose vs. single-purpose devices

» Distributed devices (including sensors)

e Usability and simplicity of the new devices
In eMobility, future mobile device form-factors eggch is strongly connected to ‘User
experience and acceptance’ and ‘Smart user inesfand interactions’ areas. Within the
former, one studies more the non-technology-orgeatpects, while in the latter one can
cover the more technological interaction and irstegfpossibilities.
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3 Business Infrastructures

3.1 Vision

Future systems have to support a changing andféeriobile ecosystem. Therefore it is
predictable that multiple viable business modelsamiexist with the emerging new actors
leading to a new supporting architecture.

Indeed, the traditional stakeholder model (e.gateat provider, service provider, network
operator, equipment or device manufacturer, endrasel the stakeholders’ relationships can
have significant evolutions. New stakeholders ae appearing, mainly providing value-
added services for enabling efficiency and systaeroperability, network monitoring and
management, customer-care support and device naeage

Among the new stakeholders, we can identify virnetivork operators, sensor network
manufacturers, sensor network connectivity opesatoobile and ad hoc network operators,
customer care support centres, security (e.gification, key distribution) authorities and
guarantors, regulatory bodies for unlicensed spattrarmonisation and even the IPR-related
industry and community.

Consequently, additional research priorities appehusiness infrastructure context: it is
imperative to be able to quantify the viability asustainability of a business model,
especially in relation to disruptive technologieattwill be developed under the European
Community umbrella. Indeed, the SRA'’s user-centisioon should propagate onto business
strategies that maximise the value for the end;wgeitst minimising the cost for this value
creation.

In particular, mobility and mobile e-commerce waljuire radically faster processes for
setting up new business relationships. Time-to-eidid a new type or instance of a value
network must be cut down to a fraction of whasitaday. This requires a streamlined
approach for taking into account, e.g., automasedice provider discovery, negotiation
processes and contracting, as well as adoptioriambrpayments and streamlined pricing.

3.2 Rationale and Obijectives

The main question regarding business issues oéruand future wireless systems concerns
how to maximise the potential of the technical geim terms of business objectives.
However, a knowledge gap exists as to the degreditch economic, financial and
organisational aspects are integrated with teclygicdbmodels in innovation trajectories.

One example of this gap can be found in the diffelevel of maturity between the technical
approaches for building the functional architectame the financial approaches for building
the business architectures and models.

Hence the need arises for the adoption of new rfingehethodologies for business model
estimations. These new practices should addresptwfic requirements set forth in the
vision paradigm, and should allow efficient valuge gost estimations for different
stakeholder financial relationship scenarios.

The modelling practices should relay on the dons&ss, which is instantiated for any
traditional or new stakeholder. The figure belowresents a simple domain class in pictorial
form. The domain is intended in a business setsattributes are:

Domain | » The ownership: e.g., a wireless network operator

W Drivers

. -+
Choracterizod IR

Figure 1. Domain as
basic building block
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» The drivers: e.g., the wireless network operatbtsiness drivers relate to managing
users, their profiles and the SLA to which they emétled
* The domain characterisation (from the business piémi): e.g., for a wireless
network operator, billing, subscription managem@amA rules
Note also that a domain interfaces with other domaihe interactions are in terms of paid
money versus received goods (e.g., equipment,cemyvi
The figure below represents an example businedgappn, in which only three domains are
identified: the wireless network operator, the wireetwork operator, and the application or
service provider.

Wireless Network Operator Voice
Communications
# Users, Usage Profile, SLA, UsersDevices

Wireless area coverage

1 [ 3

-

.
T T T

Fussssssssnnnnnnnnnnnnnnnns

ApRIIcation/service
Provider

SLA + App System
and Subsystem

Dependencies

Figure 2. Example of a business application with ttee domains

The domain concept is a means for a simple reptasem of financial transactions between
different stakeholders in today’s well-establislhediness situations.

This approach is somewhat limiting for treatingufiet mobile business, where the seamless
end-user experience is at the centre of the oveiclire and where multiple simultaneous
business agreements may take place between clemsitaew stakeholders. The domain
building block (e.g., class) should undertake digant modifications in order to fulfil the
vision paradigm and consequently reflect the bissirxpansion for accommodating the role
of new stakeholders. Examples of the domain classsion are:

« Capability to have concurrent and or complemenbaisiness relationships with other
domains
o Example: a peer-to-peer service provider may erped business
relationships with its subscribers, with an infrasture operator, with a
wireless network provider, with value added servigeviders, with
advertisers, etc.
» Capability to manage more complicated businessioekhips with a peer domain
o Example: a manufacturing domain owner may undertéikied party
relationships for subcontracting whilst granting nagacturing licenses or
IPR royalties
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e Construction of a dedicated user domain class,oiffarmity with the user-centric
vision. Specific aspects should include:

0 Support of seamless and simultaneous connectwvitifterent domains (e.g.,
wireless operators, wired operators, local resideobnnectivity, etc.)

o Simultaneous accessibility to services from différservice providers (e.g.,
having a phone conversation during a NetMeetingneotion, the two
services being provided by different domain owners)

o Complex connectivity conditions (e.g., simultanesoaming with different
network operators, sensor network connectivity)

o Different simultaneous connectivity and servicestgnption situations (e.g.,
audio and video streaming with different media s@ort supports)

Final objective:consolidating and disseminating business architestand modelling
practices that allow a quick pre-estimation ofbisiness viability and sustainability that can
result from a novel enabling technology. Such pcastcould prove extremely useful if
implemented in IST across a wide range of projects.

3.3 Research Priorities
The priorities that need to be considered are:

» Consolidating the modelling approach and practsfsr wide consultation with
worldwide stakeholders (both traditional and new)

* Prototyping and piloting vertical market-specifiaght-weight value-oriented
networks

* Research into value networks based on non-monetampensations (e.g., social
agenda for end-users, brand lift for manufactuaei$ operators, etc.)

» Specific research into peer-to-peer mobile e-coramer

e Case studies on highly successful real mobile enceroe. Posterior verification of
the capability of forecasting the success of tlvase studies

» Comparative techno-economic analysis of new comgetadio technologies and
their specific environments (e.g., local, wide-aregidential, sensor-based)

In order to consider the above priorities and gifianmarket and value impacts, suitable
software tools need to be identified or constructed
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4 Security and Privacy, Trust Architectures

4.1 Vision

Mobile and wireless communications will delivera@ways connected environment for the
general public. This environment offers a new waldecure mobile services that are trusted
by end users as well as by the service or contenigers, operators and business partners. It
protects users from attacks by viruses, Trojand®ngrivacy violations, spam, phishing
attacks, etc. and it provides convenient and sesnltgions for mobile business, privacy,
payments, messaging, and user authentication ahdraation. To this end, all components
in the system and the tools for their developmeasbepass support of strict security and
privacy requirements. A common, trustworthy an@roperable security and privacy
infrastructure, in connection with well-defined s8aty management service as a part of
mobile service life cycle management implementelreguirements.

4.2 Rationale and Obijectives

Technology convergence will be a key driver of ¢éwelution of wireless communications
towards eMobility. The converging sectors of thaustry (e.g., internet and IT, infotainment,
mobile communications, consumer electronics) cardyfferent history on security
perspective and technical solutions. Thereforejritgcshould integrate and evolve the
existing security technologies through open stadtglar order to meet the requirements of the
future advanced service products.

In addition to security technologies, attentionidde paid on security management as a
part of life cycle management of mobile infrastures or mobile services, and what kind of
functionalities should be established to take céithis, especially in the case heterogeneous
networks. There will be no security if there issezurity management. Security technologies
enable the actual management. Management shouals éetomated as possible. In particular,
end users cannot be required to carry out comm@ewrity procedures. Attention should be
paid to supporting crime and fraud detection ieks and services.

The role of security is essential in all partshd future network architecture. Security should
be taken into account in the operation of the teahithe radio access network, the core
network and the service platform part and in alets including hardware, operating systems,
protocol stacks and applications addressing tleaalt constraints and security threats (e.qg.,
virus, DoS, spam, spim, spit). The great challefiogé¢he future security framework is to
maintain simplicity and efficiency without leadibg heavy implementation solutions.

The security solutions should be analysed fronotherall system point of view. Furthermore,
it is extremely important to understand cross reteships between different security risk
factors that can be generated by the heterogememir®onment and interconnection of
equipment and services designed originally stamdalo

The level of offered security should be adapteth#oservice needs in terms of user
authentication, authorisation, confidentiality @gtity, privacy, anonymity, identity
management, and content delivery. Security-depdragmiications like m-payments, m-
health, content distribution and user profile mamagnt, are expected to drive the evolution
towards an eMobility security framework. The reqditevel of security depends also on the
context. It should be noted that security thremtisiiure services might also have implications
to the relevant regulatory and legislation framew®&esearch efforts and results should be
taken into account when reviewing the regulatoayriework for electronic communication
starting in 2006.
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TheeMobility vision will also evolve the business modbsl including a wide range of
business players (e.g., terminal manufacturersabges, service providers, content providers,
hot spot operators), which will constantly interagen in real time in order to achieve the
delivery of attractive user services. The stabiitysuch a complex and demanding value
constellation requires a trustful transaction fraumek which will ensure appropriate
interfacing between a large number of businesseptay

Trustworthiness depends on adequate provisionsooirsy throughout in the chain of
communications and its environment.

Security has to be one of the design criteria [gvean system and service engineering. The
way security is included has strong implicationsftmctionality, efficiency and costs. The
objective is to identify and develop options prongifor appropriately tailored
trustworthiness taking into account both privatd pablic concerns.

Privacy is inherently important part of user trastmobile services. From the point of view
of service providers and service developers, coaed careful implementation of privacy
requirements is important too. If their privacy@ns are not adequate, the situation can
lead to heavy financial implications.

4.3 Research Priorities

The research priorities for security, trust anditess infrastructure aim at the development
of the security infrastructure for the eMobilitysion and include the following areas of
research:

Security in the Future Network Architecture:

» Device: The end user device will have an essemib due to the direct user
interaction, the support of application software #me connectivity it will provide to
various access networks. The ubiquitous, self-asiia;n and heterogeneous
environment brings many new security concerns th®picture and new measures
are needed to protect the devices and data storéteim or accessed through them.
As the device acts as a gateway to the user’'s amwient, authentication and
authorisation need to be bullet-proof. Also, thesea need to move up from the
current paradigm of authenticating the device t® thystem into actually
authenticating the user

 Radio Access Network: The evolution towards a logieneous wireless access
environment with cooperating access systems intesluchallenging issues for
security, which mainly ensure seamless secure raami

» Core Network: Future composed networks will introelunew security requirements
to be addressed

» Service Infrastructure: Future service platformsll witroduce new security
requirements to be taken into account

Security and trust in future business modkisues related to secure transactions between
business infrastructures need support of advaremites including the exchange of sensitive
information like charging, accounting, user profilgta, user location, context, etc. In addition
technologies to allow for secure and trusted tretimas among multiple business players are
required. The role of brokers responsible, e.gsealrity and privacy management (trusted
certificate authorities) in certain networks and/gees needs to be understood.

Reqgulatory issues and legislation implicatiofke research activities can provide early
detection of regulatory and legislation issues Whiay include for example recognition of
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modern security crime, adoption of security tecbg@s as a trustful basis for treating
sensitive information (e.g., user private datajad®ien from legislation could be needed for
example.

User perspectiveaEommercial success eMobility vision heavily depends on user
confidence. In this context, the user needs shibellhken into account in any relevant
research activity while user trials should be eiptbin order to capture the user perspective
on security aspects. Adequate security and prigatiytions can be seen as an enabler for
new mobile services.

The security framework and associated technologies:future security framework needs to
contain evolved security mechanisms in the areas of

* Authentication and authorisation

* Encryption and cryptology

* Identity management

* Privacy

» Content protection

» Trusted transaction environment

The overall challenge is to maintain seamless and transparent end-to-end security with an
array of different technologies combined in a multitude of combinations in order to provide a
flexible and efficient framework for the users to securely and privately enjoy their applications
as desired, while ensuring accurate charging for the services that have a cost.
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5 Ubiquitous Services

51 Vision

The potential separation between business relataddess provisioning, and business related
to services (as it has been discussed earlieeiddloument) brings out new challenges as far
as the profitability of emerging business modelsoiscerned. The agenda of future services
includes creation of, adaptation, hosting, provisig, configuring, and using new services
that improve the quality of life of the individuaho is part of a dynamic and interacting
environment. In order to realise this, a total afrthogonal research agenda points are
identified which are explained in more detail thybout the remainder of this chapter:
» The innovative services: user services that chamgeguality of life of the individual
in a sensor-filled, dynamically changing and intérey environment
e Service creation process environment that reahseseases the creation of services
and decreases the time-to-market
» Content and media creation and adaptation thatawepinformation and content and
make available services instantly on various teatsin
» Service execution environment, that realises thierbgeneous service execution
platforms and takes into account the IT and telomvergence, multi-domain
operation, network and technology heterogeneitygbal roaming and specific
requirements for adoption by the industry

The limitations of the service platforms, devicesd aervices of today need to be taken into
account in the solutions of tomorrow, working todsconvergence of the various network

domains, depicted iRigure 3.
A
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Figure 3. Trends in Service Architecture: The Telecom Evolution

5.2 User Services
Rationale

The user’'s communication environment becomes esfeerrand is generally composed of
various terminals that may vary (e.g., PDA, Lapte, Mobile, embedded computer in
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vehicles, communicating objects) dynamically depegan the user’s context (e.g., home,
work, leisure, vacation, static or roaming). Thenoaunication and computation capability of
this communication environment is increasing, eingbihen the emergence of new brand of
innovative mobile services.

Objectives

In order to provide people with the best possiklwise experience, the set of surrounding
pieces of equipment is to be transformed or absiaato a communication environment that
can be easily accessed and used by the technofmmstic user. To do so, the complexity the
terminal capabilities and the heterogeneity ofutthderlying networks are to be hidden to the
user. Assisting the users in such a way they cploixhis inherently complex
communication environment without any prior teclahiraining is mandatory to foster the
adoption of new equipment, and consequently newcss.

Assuming the richness and ubiquity of the commuioaools available today, the available
bandwidth, and the variety of contexts in whichytiban be used, a new brand of really
innovative services is expected to emerge. Moretheyr are expected to answer realistic
user’s expectations. The new innovative mobileises/will have to be intelligent enough to:

* understand the total situation or context attadbeadperson (or a group of persons)

* behave accordingly either reactively — meaning thatontext change has been
detected and that the service adapts accordinglyelhaviour — or pro-actively — the
service detecting in advance something the ugestisware of and proposes to adapt
its behaviour accordingly

« optimally exploit the communication capabilitiesadable at the user side

* Dbe easytouse

This domain of mabile intelligence offers a widadacape of new possibilities driven both
by new mobile equipment capabilities (e.g., sensmmsnectivity, multi-media support) and
new related usages.

Research Priorities

The research priorities of user services includg, e

» Personal and mobile gateway automatic configuratieshanisms

+ Data management and synchronisation in combinatitimthe growing awareness of
context: How to manage the huge amount of usernmition? How and when to
select the most appropriate information according given situation? How to handle
the underlying complexity before presenting to teer? How to migrate this
complexity across different domains and acros®gifit terminals and devices? How
to fusion different sources of information intoiagie one?

* How to provide the user at any time and any plaitie the most appropriate data and
service environment?

* Intelligent customer care or how to provide smanpmort in real-time in case of
technical difficulties?

* Improve the service experience understanding andntduing the quality of
experience. This includes understanding the reo@rgs regarding future
multimedia communication services in different @xt$, possible de-compensation
of components to study effects; the influence gieats such as basic media quality,
richness, accompanying information on perceivedviser quality for different
contexts

« New middleware layer supporting the remote exeouttd services within the
communication sphere (exploiting the best of comication modalities,
communication channels and execution capabilitrediable at the terminal side)
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* Proposing automated context-aware and semanticabets or agents (e.g., mobile
reflexes and dynamic services) that provide provacbr on-demand seamless
support in various situations of the daily life

» Proactive services able to anticipate

* Multi-modality and augmented reality enabled sersithat enhance the ways to use
mobile services via smart sensors, distributed aedstitution and aggregation
facilities

* Reasoning capability: while a huge amount of datavailable through sensors and
devices, and huge amount of information is avadlablg., on the World Wide Web,
there is no real flexible way to infer knowledgeg., interpreting these data and
information according to a given domain (for ing@ntransport or medicine).
Research is needed to provide large-scale reasomamdy-to-use by mobile
application making then benefits of this mass dlilable information

* Managing in an efficient way the huge amount obinfation either gathered (or
pushed) by (to) the user allowing an efficient amdurate a posteriori retrieval of
information (knowledge base management, automatimwledge clustering,
contradiction and validity period checking)

Succeeding in this direction is not independerdasfcerns related to the service architecture.
Thus, implicitly new mobile equipment are now natyoterminals but kinds of mobile
gateways as well, with the related issues of céifiebtdiscovery and automatic
configuration. The value brought by the combinatwdsuch intelligence along with a
diversity of mobile devices may lead to enhancedises and usage for general-purpose end
user, as well as, vertical markets (e.g., healimsport, retail, tourism).

53 Service Creation Environment

Rationale

While it is foreseen that more and more compani#igyet involved in the service creation
business, it is quite obvious that for profitagilitoncern, the proposed services are going to
target the largest audience possible, ignoring feewices that are of interest for just a few
people. As a matter of fact the service creatiomggdhas not been pushed in anyone’s hand
as the web page creation has already been fogdiloe. Easy-to-use creation environments
(at home or on the move) are therefore neededablemll users making their own
customised services. At the same time, while coitipetincreases, it becomes more and
more crucial to decrease drastically the time toketa especially from service creation to
service deployment. Then not only the average esed-g concerned with service creation,
but the professional is, as well.

Objectives

In contrast to the radio and network technologyl@ian, with innovation cycles of up to one
decade, the design phases and innovation expewatiomobile services are much shorter.
Upgrades every few months and major service lauekliery couple of quarters are
commonly expressed expectations already todayd8tds in this area are developed
iteratively by partner alliances and active invohant of the open-source software developer
community. Introducing systems and methods thahjteéhe maintenance of this pace of
constant mobile service innovation and rapid timertarket will lead to a sustainable
competitive advantage for the mobile industry. Miaknovel mobile service creation
environments inherently aware of the underlying samication network characteristics and
the users’ mobile device capabilities will leacatoompetitive edge for the European mobile
service and network business.
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A drastically simplified service creation-, testirapnd deployment process, in a merged
information technology and telecommunications wondl present one of the biggest
challenges required to make the approach pervasigehe vision of ubiquitous intelligence a
reality.

In contrast to current information technology stg#gvice creation tools and processes, a
mobile service creation environment demands, intrcases, on-line test facilities, utilising
network resources from different operators and dataces from multiple content providers.
Today, no systems or methods are in place pergittia thousands of software developers,
with a background in information technology, totf@pate in the mobile service creation
process. This innovation and business potentiatgely untapped, as of yet. The initial
efforts made in the"sFramework Programme need to be substantially elqzhduring the

7" Framework Programme to rapidly change this sitmati

Research Priorities

In order to foster the mobile service creation dagloyment business, essential research
challenges need to be addressed:

* Research and develop open mobile service creatidndeploymentconcepts and
environments that do not depend on a specific @i@cplatform that could become
unfavourably dominated by a single organisation

* Investigate how the standardisation processes eanrdmnisedo meet the time-to-
market demands of the service innovation life cyatea competitive environment

» Study the potential of overlay network technolodmsbridging and inter-operability
between different platform solutions from differeméndors, as well as, legacy
solutions while still permitting independent systewnlutions

 Examine how_mobile service creation environmesdsld be designed to leverage
wide-spread information technology style developinteals while taking the mobile
network specific characteristics and the multitoeflenobile terminal capabilities and
design factors into account

» Research _mobile service creation methtiist avoid the parallel development of
service instances for all types of devices antypks of data transports

* Investigate and prototype network support functidhat permit the creation of
situation-aware services, while still keeping thebite service logic slim and suitable
for mobile devices with their limited processingpahilities

» Explore how_Web Services technologieasitomated code generation tools, XML
based data, interface and interaction descripiagldages can be enhanced to permit
on-the-fly integration of platform features, sees¢access networks and devices

* Research generalised user interface descriptiohadstand languagéer fixed and
mobile services that permit an automated and o+ilghgeneration of mobile device
specific clients (like WSDL for service invocatiottday). This would greatly speed
the mobile device and service innovation cyclegsé&®lised and device-specific
user interfaces could be automatically generatede onewly designed mobile
terminals are introduced into the network and st Bervice invocation takes place

» Study techniques for semi-automated compositibservices, based on pre-existing
sub-services and network support functions

Assuming that thousands of skilled software devaisstart creating mobile services for all
types of devices and networks, questions sucheafotiowing will be asked:
 How can large numbers of developers be providett witline testing facilities in
multi-operator environmer?s
* What business, security and software verificatisasurehave to be put in place to
permit this mass service-creation to emerge?
* How can successfully tested new services be ramidiyloyedto investigate their
usefulness and business potential?
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 How can_plug-and-playleployments of new services be supported fromsdéesy
design perspective?

* How can mobile service entrepreneurs be supportecdutomated value-sharing
relationships?

* What types of protection mechanismesed to be put in place to prevent abuse of a
simple and flexible service creation and deploynssmironment? What new types of
business models and relationships could emerge?

* How can such a simplified mobile service creatiod deployment environment be
used to gain a knowledge stiep the European society?

» Based on this knowledge step what measures neled put in place to sustain and
further strengthen the competitiveness and the gaao leadership in the mobility-
enabled IS and IT domains?

5.4 Content and Media

Rationale

Improved and extended multimedia communicationisesv(e.g., richer, higher quality,
ubiquitous, context-aware and affordable) will beegt driver for eMobility and the future
communication infrastructure. Multimedia communigatservices use digital techniques for
capturing, encoding, transporting, storing and egimg) information of any form (e.g., voice,
sound, image, video, graphics, structured datagy Hne undergoing a rapid evolution and
will create a paradigm shift on how people commataand exchange and use information.
If technology allows, a new level of multimedia cmnmication services will emerge that is
richer, of higher quality, ubiquitous, context axtess aware while being affordable. This
new level of multimedia communication services ioyas the life of the individual, but it

will also improve the efficiency of the Europearsiness. Communication will be as good as
being there.

Objectives

The objectives are to develop the technologiesiredio deploy improved and extended
Multimedia communication services across Europeesive R&D must be carried out to
ensure that:
* The media and service quality is sufficient regesdlof context
* The requirements from different communication sesj situations or contexts on
parameters such as network delay and jitter arerstmbd. Solutions to fulfil these
requirements and to predict the quality as expeddrby the end-user
 The services are efficient regarding, e.g., netwmkources, spectrum, battery,
regardless of device, context and access network
» The services will work across networks and devices
» The cost involved in launching and using the sewis reasonable

Research Priorities

The following research items can be identified engples:

* Media formats, media compression:A continuous development is ongoing in the
media compression area for different media (ewglica graphics, still image, speech,
video). The required bit-rate is ever decreasihgréby increasing efficiency) while
the quality increases. New dimensions are addegd @D, multi-channel). A specific
challenge is to develop media formats that candeel uegardless of access, input and
output devices and terminal types while maintainbegnpression efficiency. These
codecs are known as scalable codecs. Such fornmaitd venable the use of one
media format for all usages thus removing the néamd trans-coding, media
conversion and encoding several versions of theesaomtent. The alignment of
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media formats would overcome the current fragmersiaightion that hinders fast
service take-up over access and device bounddrieguld also reduce the costs
involved thereby making services affordable

* Media transport: Defining the appropriate methods and protocols rfeedia
transport. This area may include specific aspekes management of congestion
situations. Important challenges are group comnaiiuins, as well as, broadcast over
heterogeneous networks and terminals

» Media adaptation: Technology for media adaptation based on terngaphbilities,
network and access resources, user preferenceglless, context should be studied.
Media adaptation means both changes within a meeducing the bit-rate required
for a media by, e.g., transcoding) as well as clmngedia (e.g., video to slide-
show, text-to-speech). Basic technology and algorit, as well as, network
architecture should be studied, and should be edigvith the research on new media
formats and compression

 Terminal front end input: The development of technology that predicts and
enhances the media quality in person-to-person gamagp) communication services.
Includes ambience suppression (e.g., noise suppngssinding the direction and
location of the source and predicting quality opesience based on, e.g., network
measurements

« Terminal front-end output: The development of technology that presents thdiane
to the user in the best way includes advancedalispimethods to present 3D sound,
graphics, images and video, multi-channel rendering

55 Service Execution Environment

Rationale and Objectives

In terms of innovation for mobile services and ganarchitecture, the objective is to bring it
to reality and to take advantage of the progrebgesaed in parallel in other domains such as
radio and networks infrastructure, in order to dbute to a wide adoption of the mobile
services, as well as, the fixed ones seamlessly.

To achieve these goals, all the players in the lnaimmunications field have to make
progress in the area of service architecture. Hjective is to remove the hurdles which
prevent the adoption of mobile services by prowddime missing links in addition to the
existing standards and components.

Research Priorities in Service Architecture

» Providing a homogeneous and open service execplaform on the terminal side in
order to facilitate the deployment, the adaptattbe, management and the execution
of any mobile services. Today the heterogeneityaffware environment such as the
operating system on mobile terminals makes thieeonvery tangible. For instance,
a widely adopted open source initiative could brngery significant improvement to
solve the current fragmented situation

* Overcoming the heterogeneity of mobile and fixefdaisiructures at the service level,
in order to smoothly educate the market with senacchitectures that simplify the
way to communicate seamlessly in heterogeneousamaents. Such a concern is
important to manage, in order to move from legamhidectures to new generation
ones

» Providing enabling components that support morelligent mobile services (e.g.,
support for semantic publishing and discovery, oaagy, knowledge inferring,
learning, profiling, contextual information gatheg)

» Proposing a standardised architecture in ordenppat and facilitate the adoption of
a new generation of services by considering theluteo of usage of mobile
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equipment. For instance, in addition to their stadduse, mobile handsets can be
used as mobile gateways between sensors, playetsers gateways

Reconfigurability of IMS nodes, from hardware upajgplication layers, in order to
take into account the different services requiresien
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6 Ubiquitous Connectivity

6.1 Vision and rationale

There are several networking challenges presentteeivision chapter. A key consequence
is that of scale. If wireless applications and s@my become pervasive, it would mean that the
users would use a truly substantial number of wg®lterminals and devices. People and all
their "things" communicate: there will be a tramsfation from one transmitter per thousands
of persons in the broadcast age, via one transrpigteperson in the mobile phone age, to
hundreds of tiny wireless devices per person iruthiquitous networking age. The

networking technology will need to undergo a transfation, from a highly visible, “hi-tech
technology” to a “disappearing technology” thatryeme can afford, use and deploy. A truly
pervasive technology is (almost) taken for grattedork and be extremely reliable. Electric
power is a good example of such a technology. Aisiiole technology needs to be

* Auto-everything (almost no conscious user intecactdo configure, install network
elements and terminals)

* Reliable and simple to use

» Easy to add new services

» Extremely low cost (the future user will spend prdnately a similar amount of
money than today on ten to a hundred times as majess devices and their
communications)

The networking world will become a world dividedtlwveen a wide-area networking and a
local networking world. The

 Wide-Area domain

is the one of today’s public systems providing doadband networks and wide-area
mobile coverage. “Natural monopoly” economics itlis domain and public operation,
with few competing market actors is the naturallgtvon. In the mobile domain “any-
time-any-where” communication is what the user etqéience the demands on
reliability have to be very high. Interworking witlther network infrastructure will
provide full connectivity between legacy and newey of networks, e.g., home
networks, office networks, body networks, campusvoeks, vehicle networks, moving
networks, and production networks. A common sersiggport over all these networks
makes the services available anywhere over anysacce

 Local domain

is the networking close to the user and includeallwireless access in homes, offices,
shopping malls, so called hot spots, where peagteaind dwell. In this world there will
be a large number of competing technologies thitaier for reliable access and larger
capacity at low cost. Wide-area technologies valigart of the connectivity offering.
Here new wireless terminals and infrastructure comepts (similar to electric
appliances) are no-maintenance or disposable dirdosdiguring, local access networks
that can be deployed in minutes without requirirghly skilled and trained personnel.
This will radically lower the entry thresholds foew actors in the infrastructure field
which creates new business opportunities and cotigpetFacility, shop and restaurant
owners and even private persons will provide batelass access to global services, as
well as, value-added localised services. The itfsgature components will form an
integrated part of the wireless grid accessiblg¢opublic. The large diversity and
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efficient competition between providers of netwarld service elements or combinations
thereof will provide seamless service accordingder preferences.

The architecture of such systems will be dominatethe following trends:

e More intelligence in the end-points - not in thartsport infrastructure

Moore’s law works for electronic devices - not fofrastructure since infrastructure costs
are dominated by wiring, installation, maintenaate New user equipment and servers
appear on the market in a matter of months, lacgéednfrastructure deployment takes
years. The consequence: more flexible and inteltigad-points (terminals, access
points, PANs, devices, and network elements sudeia®rs and gateways) that
autoconfigure, adapt to services, user needs amwriecapabilities. IP-based (or

similar) transport network, independent of accéiged or mobile) — the end-to-end
principle applies to all services beyond basic eatinity, and are provided at the edges
of the network, not by the transport network itself

* From "Single system for all needs" to navigatinghia "Wireless mayhem"

No single wireless access solution or radio teabmols capable of providing affordable
wireless access in all scenarios and for all useds. Large investments are already made
in existing networks and technologies which alrepyvide cost-efficient solutions for
certain applications, e.g., wide-area voice andiomedlata rate wireless local area
networks (WLANS). Instead, future wireless accekbe provided by a system of
heterogeneous access networks. New access teclasolati appear (e.g., Super-3G,
high data rate WLAN, gigabit-per-second short ragggtems) and many will be
successful in niche scenarios, thus complementiggireg technologies rather than
replacing them. More advanced radio access netwB&sls) (e.g., for high speed
mobility and quality of service (QoS)) will needdoexist with simple local access
solutions (e.g., best-effort nomadic connectivigr)d modern infrastructure will coexist
with the old. Multi-service capability and mobiligver multi-access networkgxgd and
the mobile networks) enables true connectivity for all and everywhere.

* Multimode access for cooperation & competition

Multimode terminals can adapt to both new servares new wireless access
technologies in a much faster and flexible waynttiee infrastructure itself. Significant
cost gains are derived from multimode terminals effidient use and reuse of access
resources. The fact that full coverage is no lomgeessary for all access options is
probably a key factor. Infrastructure can be in@atally and cost-efficiently deployed,
where needed. Effective access competition mayigecadditional benefits for the users.

* Networks that automatically “compose” and managentiselves

The heterogeneity between the network adminissatdll increase, ranging from the
typical non-technician who expects the systemsddkvilawlessly and will spend only
minimal, if any, time on managing the systems ®edkperts managing the large
networks of today. Furthermore the dynamics witnid between these systems will
increase, and the large providers want to spersdmh@mney on management. This implies
that the management systems must be more self-mgnég able to cope with most
situations autonomously, and when interaction &ittadministrative person is required,
present the problem as abstractly as possible mvitde easily understandable tools to
remedy the situation. These autonomous functiome tawork also on the network
control layer, enabling the negotiation of agreetm&etween networks, as well as, their
efficient verification and enforcement.
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6.2 Ubiquitous Networks

Rationale

Flexible growth from small-scale, up to Europe-waystems and services needs to be
supported, enabling a wide variety of man-to-maachmne-to-man and machine-to-machine
solutions for all the various application area®nffg both unicast and multicast solutions.
This implies full data and multimedia connectiVitytween and amongst users and devices
and sensors in their main locations (e.g., in trad, office and car).

The heterogeneity between the network adminissatdll increase, ranging from the typical
non-technician that expect its systems to work asly and will spend only minimal, if any,
time on managing the systems to the experts magdglarge networks of today.
Furthermore the dynamics within and between thestems will increase, and the large
providers want to spend less money on managembigtimplies that the management
systems must be more self-managing, be able towipeamost situations autonomously, and
when interaction with an administrative persoreiguired, present the problem as abstractly
as possible and provide easily understandable tookmedy the situation.

These autonomous functions have to work also onétwork control layer, enabling the
negotiation of agreements between networks asagdheir efficient verification and
enforcement. This will include policy-based netwingkwithin a given business framework to
enable maximum and stable use of the networkinouress.

The support of the applications will have to besexied; increasing the semantic
understanding of media flows in the network anéting service-specific overlays. This will
require considerable research efforts.

Wireless sensor networks will capture the ambietglligence surrounding mobile users.
Capturing, classifying, filtering and sensing siioa and context through phenomena and
signals from the physical environment will suppamt significantly enhance and enrich
personal, family and community-focused mobile aggilons and services, as well as,
enhance wireless communication systems.

Home is to be modernised by a collection of spegdlintelligent networked devices, which
ideally will be seamlessly integrated with the hoem@ironment.

Objectives

The scope and major objectives of the researctharefore to:

 Enable development and integration or interworkin§ ubiquitous network
technology with innovations in the applicationsldi¢o provide full connectivity
between legacy and new types of networks, e.g.,ehnetworks, office networks,
body networks, campus networks, vehicle networkgyving networks, and
production networks

» Enable the future infrastructure supporting mudtivice capability and mobility over
multi-access networksiXed and the mobile networks) that enable true broadband for
all and everywhere. It will be increasingly impartéo simplify the usage of services,
including, e.g., activation, robustness, undersdhfed charging and quick response.
Privacy, security and safety are prerequisite leedrnto be easily managed

» Enable interworking and convergence between thedfikroadband networks and
mobile networks to reduce cost and make servicaiadie everywhere

» Define a network architecture that supports highdvadth real-time services over
multiple access technologies
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» Develop new network solutions with full acknowledgnt of optical transmission,
and integration and support of existing and futunebile and fixed access
technologies supporting all types of traffic

* Support network-sharing between (mobile) operatuwithin the boundaries of the
respective licensing conditions

* Understand the evolution towards context-awarerasd support of cognitive
networks and media-aware networking

* Enable always-on systems: Information can be aedeasytime, anywhere as if it
were stored locally (e.g., music database on malidgers). All services that are
used in one location shall be made available evieeya/ with support of user and
device context

» Create support for network and system managemantte highly self-managing to
lower the level of required skill and effort to neme such networks. These
management systems will also be highly distributedope with the size of and with
the high level of dynamics in and between the ndta/o

 Enable harmonisation of actuations amongst sensmi@pitoring and control
applications working under critical requirements.g(e security, availability,
reliability, speed of action)

* Support extended interoperability of heterogenedesices critical for ubiquitous
home networking. Starting from today’s strictly aggted domains all having their
own industrial players, and carrying on to domainteroperable and able to
communicate with each other in an ad hoc manner

» Support automatic context-aware discovery, selectind composition: Automatic
discovery of devices, networks and services as aglbersonalised service selection
and composition will need to be supported by in-Baratworks

» Provide constant and ubiquitous access to datacesr devices, and networks

Research Priorities

Today'’s trend is that large, feature-rich systeemsltto become more complex to specify,
build and operate. We also see that more elemeltteayion-sensing is becoming universally
available for mobile users. In the future, devisdisscan the surroundings of mobile users,
or sense the physical situation of the users thieseextending their capabilities. Hence
further research is needed on the:

» Design of network architectures and definition vhdtional requirements for auto-
configuration, auto-connectivity, self-organisatiomnd self-management of
heterogeneous devices in heterogeneous and dyrfantiess) networks in view of
seamless support of various professional and griveited and mobile services,
ranging from low data rate, non real-time to braauh interactive services

» Scalability of network and service control techrgglavhich can deal with all sizes of
network from small, ad hoc networks up to largdescarporate and public wide-area
networks employing a common networking concept. c@pis for intelligent
distribution of services across multiple accesbretogies

 Fixed and mobile convergence with focus on servibeyice convergence, and
network convergence where both the fixed and théilmmetwork use the same
multi-service layered architecture that improvdgeicy and flexibility

» Auto-configuration and self-management mechanisméiclw are able to
autonomously deal with dynamic configuration chang@ecluding small footprint
networking technology), including multi-mode mubiénd radio, radio resource
management, application-based charging, instantwankt composition and
decomposition, automatic roaming agreements, irteding between new and legacy
management systems, multi-hop radio networks, swéwconfigurable radio
interfaces, multi-link phones (terminal, router apg@eater functions), flexible quality
of service and in particular from user’s point @w quality of experience
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» Ability to cope with a wide range of radio techngyoas well as application
middleware to support applications of all kinds

* Network-driven transmit diversity to find suitall@ccess) networks that can be used
simultaneously to transmit and receive data

e Multi-layered mobility support, which enables adchduster mobility, as well as,
user-mobility across networks

* Integration of sensor networks, which efficientlseuhe resources of larger networks
(from PANs to WANSs) for communication

» Delivery of information and media flows to userslapted to their current access
situation, location-dependent interests and pratee

* Unified solutions for personal networking (PN),drdction with body-area networks
(BAN), new types of home networks, vehicle networksreless sensor networks
(WSN), deployment and operation of emergency ndtsyand other network types

e Security and robustness to sustain malicious aftagkh inherent self-healing
configuration mechanisms, (QoS and policy-basewaorking (e.g., policy-enabled
service on demand), firewalls, authentication andttmanagement technologies)

« True multimedia support: Basic technologies for teah distribution over
heterogeneous networks and media conversion tasdmigfor multi-modal
presentation of content to users

* Transport network evolution for reliable, cost eiffint, easy-to-deploy-and-integrate
solutions taking optical transmission fully intccaant

* Low-cost solutions for access networks with fibfast DSL or BWA drop
technologies enabling very high bandwidths

 New protocols optimised for IP-only in a public ass environment. Especially
capacity and latency-effective alternatives ton@ aCP

* Network security, information and trusted conteusity

* Wireless sensor ultra-low-power and bandwidth-&ffic air interfaces and data
transport and networking protocols for wirelesssees, clusters and gateways

» Self-growing, robust, and scalable wireless sensbworks

» Self-organising sensor networks in mobile and dyinaheterogeneous wireless
sensor systems

 Home design for ambient intelligence: The usageroart objects will change the
way we live in our home
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6.3 Radio Access

Rationale

Future Radio Access Networks (RANs) will comprisengform entity where user does not
need to care how the access to predefined seroiti®lo is organised. The complexity and
multi-modality of the networks is hidden from theeus by utilising intelligent user profiling,
context-awareness and new means for service delpparations. Different RANs will co-
operate, but their capabilities will be developethewhat independently from each other.
From the user point of view, the network will bdeato deliver a large number of different
context and application-related information relai®de.g., multi-sensory data or universal
position information. The terminals will act accmgl to a predefined user profile changing
the preferred ways of operation according to time place. Any device will be able to access
the Internet to retrieve information, receive comuas actively learn about its environment,
and make its information about the local environt@milable to others, through various
sharing environments.

Such an extensive ubiquitous network cannot be gethwith the currently established
infrastructure or with emerging ad hoc radio netechnologies since traditional radio
access schemes will not scale to large colleciidmodes and is destined to be plagued with
interference, electromagnetic pollution, and nelwamngestion. To develop such a scalable
and dynamically pervasive network, we need funddallgmew methods to address
spectrum sharing, radio frequency (RF) agents, e@iipe and adaptive link management,
opportunistic access, information routing, and dyalf service. Solutions to these challenges
will enable vast new application areas beyond ti@til communications including medical
monitoring and diagnosis, mobile e-commerce, sgnaitd security, automotive industry
applications and much more.

Objectives

The radio interfaces of future systems for différapplication areas and deployment
scenarios will be developed and optimised in tesirftexibility, peak data rates and
granularity of data rate allocation, latency, poe@nsumption and frequency range. As far as
possible, the different access systems should sedban a common platform, in order to,
ease the implementation of multimode devices. Nesesum-efficient access technologies,
deployment concepts and advanced signal processetigods are needed considering
operation in various bands, and allowing the pekalperation of high-performance radio
interfaces in handheld devices.

Radio access network research is one part of thmthwsystem design. It needs to be
emphasised that radio interfaces for the futuredasigned jointly with the overall systems.
However, achievement of major advances in, e.g\ Rapacity, power efficiency,
distributed network control, new network topologiequires also independent and highly
focused research at different layers. This resulés integrated and iterative design process,
where the major difference with the past is thatdkerall system design is much more
emphasised.

A huge challenge for the future RANSs is to reatlse co-operation of different networks in
practice. Also the flexibility between ad hoc amdistured network approaches must be fully
supported. New spectrum-efficient access technespgieployment concepts and advanced
signal processing methods are needed considerigrgiign in various bands, and allowing
the parallel operation of high performance radierifaces in handheld devices. In longer run,
this will lead to the larger-scale deployment ofeiive radio technologies.
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International standardisation of new radio integfaoncepts is expected to start after WRC
2007. These activities have to be supported byilddtink and system level simulations and
larger scale trials. New methods of flexible and@dble frequency usage and sharing
methods as well as the impact on the system desidrimplementation need to be
considered.

Research Priorities

The target is to develop future integrated systienasunified manner. The commonalities of
different access networks are utilised to suppevetbping a flexible radio for the future
whilst maximising the unique capabilities of diéet type of networks by somewhat
independent system optimisation. The identifiedanegsearch areas are: radio network and
deployment concepts, radio interface technologesynfigurability, spectrum and
coexistence, trials and prototypes, as well agjlatign and standards. The research topics in
these areas include, e.g.:

* Investigation of alternative deployment concepts/ooel the classical cellular
approach in order to increase range and to praaslerage in an economic manner

» Preparation of evolutionary radio access conceptksfarther evolution of existing
radio access systems and their integration in thodvimg network infrastructure in
order to leverage deployed investment combiningciefitly flexible data rates,
power aspects, mobility and multi-user support

» Integration of different access technologies tailtéa true heterogeneous networks

» Development of decentralised and self-organisingtwoek topologies and
operatorless radio access network concepts foiadgaplication areas (e.g., disaster
relief and campus networks) in order to avoid tleping effort to improve network
robustness and adaptability

» Opportunistic communication systems utilising diffiet spatiotemporal approaches
in a multi-user environment, cross-layer optimatiand inter-cell interference
reduction

* Development of the novel multiple input multiple tput (MIMO) transmission
schemes including channel coding schemes, trarescéigseband algorithms and
implementation of the concepts. The MIMO techniqoesst be studied taking into
account relevant cross-layer issues and new netiwpdtogies

* Detailed design of the different new radio integfasystems with maximum
commonality in order to develop a flexible platformhich can be implemented at
lowest possible cost and to achieve economy oésaad international roaming

* Investigation of the impact of new frequency bafafsfuture systems on the radio
propagation including a scientific and biomedictidy of the impact of newly
identified frequency bands on the human body

» Flexibility and reconfigurability of software-det multi-antenna, multi-standard
radio systems and related platforms

» Cognitive and spectrum-agile radios

* New methods of frequency usage and sharing forlablai and newly identified
frequency spectrum

* Methods for coexistence and cooperation of differadio access technologies

» Implementation issues for reconfigurability and mitige radio systems and for new
frequency usage techniques and sharing methodketeaogeneous environment

* Investigation of techniques to minimize the sizejght, power consumption and cost
of telecom equipment

« Simulations, trials and demonstrations for: nouelirderface schemes operating at
new frequencies and variable bandwidths, as wellnagsel radio access network
technologies and heterogeneous networks. Thesésragill be contributed to the
international standardisation activities in ordeathieve global impact
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6.4 Platforms and Implementation

Rationale

Pervasiveness of future wireless applications amdces will integrate the computation and
wireless communication capabilities in a greatetgrof mobile devices both on terminal and
network sides. To achieve wide acceptance, thecdswdnd their designs should exhibit new
degrees of scalability, flexibility, security, eggraware performance, cost efficiency and
design productivity applicable for a wide rangguodducts that provide users with intelligent
context-aware services via heterogeneous networks.

Digital convergence will combine technologies ingucts in new ways that force tighter
synchronisation between different technology domadbifferent parts need to be specified
and optimised jointly to identify common featuresssing the borders of the domains. This
holds for antennas, radio frequency front-endskasband signal processing, as well as for
computing architectures, middleware and applicasioitware. Standard interfaces and open
communication and computing platforms are needdddititate this collaboration.

Future mobile devices will continue to drive thevelepment of many semiconductor product
sectors, especially the potential migration to biginrequencies asks for pushing RF CMOS
circuits beyond the current limits.

Objectives

Merging several simultaneous network access schengtsdata rate communications and
multiple concurrent diversified applications withgerely challenge the scalability of current
platform approaches. Future communication and caimgpplatforms need to be based on
new modular architectures (e.g., network-on-chim) design methodology paradigms (e.g.,
model-based and platform-based design) facilitateuge over wide range of products to
obtain shorter time-to-market, lower costs, incegazliability and to amortise investments.

The multiplicity and diversity of media access e¢ohprocessing, protocols, middleware,
applications and smart user interfaces cumulabeige complexity in many dimensions
including functionality, architecture and interraimmunication. Computing platforms of
mobile devices will require heterogeneous multipgsing architectures that need to interact
continuously with their environment and to transfed manage large amounts of data. The
platform should be capable of accommodating veverde types of applications, provide
them with a secure execution environment and stigodtware download. The ultimate
objective is therefore a mobile device computirgtfprm that would allow retargeting to
different product domains and product variantsaddition, the envisaged platforms and
architectures require major leaps in the desigrmhagtliogies and tools for specification,
design and implementation like model-based degigrformance modelling and evaluation
and platform-based design.

The basic functionalities provided by the platfasaftware layers (e.g., RTOS, device,
connectivity and network management, user interéackapplication interface) will remain,
but the structures need to scale and adapt acgpotalitne emerging multi-processor and
network-on-chip computing platforms. The key istube studied is how this can be done
efficiently considering the stringent resource ¢aists of mobile devices. Offering of open
standard-type interfaces, e.g., in the form of ARBIgssential in order to achieve an open
execution environment for envisaged intelligentteatraware services to be offered via
heterogeneous networks.
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A multiple access environment in heterogeneous ar&swvill result in more complex
systems with respect to signal processing. In exigitequirements on environmental issues
and the impact of electromagnetic radiation onhiln@an body have to be considered.
Constraints on the power consumption and the dasbbile devices require investigations
of the impact of sub-micron integration on the git@nd system level. The adaptivity and
multi-functionality requirements leading to muléieio and cognitive radio concepts require
new RF front-end architectures. Joint optimisatibthe antenna, RF front-end and digital
baseband modem will be needed. A flexible-recoméigle platform optimised based on the
maximum amount of commonalities would allow retdirggto different products and give
possibilities to achieve low costs through econanoiescale.

Research priorities

The main areas of computing platforms requiringaesh advances include:

e Platform and architecture concepts that take intooant the needs of users,
businesses, services, connectivity, and differesp@ated technology domains

¢ Network-on-chip and multi-processor system-on-chiggchitectures, packet-based
intra-communications, interfaces and resources

« Interaction with multiple parallel radio interface®-existence of multiple protocols

« Design methodology and tools for model-based desmatform-based design,
performance modelling and evaluation, power mouaigliand evaluation, functional
validation and verification

The main areas of platform software requiring resfeadvances include:

« Extensible middleware architectures: dynamic aechitres, self-organisation
algorithms and strategies, and negotiation tectasqu

« Middleware services: automatic and scalable serdiseovery, adaptive resource
management, authentication with dynamic configaratstandard-based light-weight
middleware solutions with support for interoperiypil heterogeneous devices,
software solutions and applications, and self-awsidzleware services

« Performance monitoring and analysis, security mideland testing, survivability
methodologies and mechanisms, reliability and abdity evaluation

* Cost-effective development methods, middleware é&aorks and test-automation

The main areas of antennas, RF front-ends and éadgivocessing requiring research
advances include:

* New architectures of RF front-ends matching with thicroelectronics roadmaps and
including advanced technologies and components sscRF MEMS and NEMS
(Nano Electro Mechanical Systems)

e Joint optimisation of the front-end and the digitsdseband modem, including
analogue and RF behavioural modelling as well agtadi compensation of their
impairments

» Efficient analogue-to-digital co-simulation

* New design methodology for hybrid devices includimgicromechanical and
electrical components

» Synthesis and verification of reconfigurable aretiitires

» Synthesis and verification of Network on Chip (Natghitectures

» System level (System on Chip, Network on Chip) radttogy and tools

* Integration of embedded non volatile memories (eMRAM, PCRAM, PMC) on
chips

» Design of fault-tolerant chip architectures

» Design of smart memories including data manageitethie hardware level

The main areas of power consumption challengesrisquesearch advances include:
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* Long-lasting power supplies for mobile devices, rggescavenging techniques and
piezo materials

» Techniques for low power communication and compguérchitectures

» Cross layer optimisation to exploit flexibility mrder to save power

» Improved power dissipation techniques applied tectam equipment to control
difficult climatic conditions

» Optimisation of power consumption by using low powechnologies and by
developing interaction between hardware and emlaeddware (e.g., monitoring of
voltages, clock frequencies and threshold voltages)

6.5 Opportunistic Communications

Rationale

The demand for wireless communications will conditol increase at an accelerated pace,
which with the current paradigm of spectrum all@ra&nd licensing will undoubtedly lead
to a spectrum crisis, even with the developmemigily spectral-efficient transmission
technigues. Nevertheless, considerable spectrumtieavailable if both the dimensions of
space and time were considered, and hence theeprablmore a problem of inefficient
spectrum access to under-used parts of the specather than spectrum shortage.

While such an approach represents a major devifibom the current paradigm of spectrum
allocation, the debate on alternative and moreiefit spectrum management policies has
started in the standardisation bodies and nati@gpilation agencies, but to support the
eventual step of going towards a more liberal apgnof spectrum management, the
decision-makers need proof of evidence of the lifglif technologies that would enable the
alternative approaches.

Providing novel mechanisms for enhanced and mdigesft spectrum usage would support
the i2010 initiative of the European Commissionaods the Information Society.
Opportunistic communications would likely facilgathe emergence of new business models.
For instance, they might support the implementatiomuch heralded secondary spectrum
market, by using or leasing some licensee frequeaags for a limited time period and

under some specific constraints on interferencellev

Objectives

The development of frequency-agile terminals tlaat sense holes in the spectrum and adapt
their transmission characteristics to use theseshwmlay provide one tool to address and take
advantage of the spectrum under-utilization. Algjlousome current adaptive radio systems
already exhibit the feature of automatically adjustheir parameters for a given standard,
the development of truly agile terminals requiegd much further, since it is not possible
for the designers to foresee all the possible enmirent scenarios and then provide
deterministic schemes for selection and reconfiipma

Opportunistic communication challenges fit in tlengral framework of the Cognitive Radio
research, focusing specifically on techniques expdomainly the frequency dimension to

find and use the best spectrum and space oppaesiirita fair manner. Research needs to be
conducted on concepts, mechanisms and architedtrresgnitive radio terminals and
networks. Socio-economical advantages of oppotigrépectrum usage in both time and
space need also to be demonstrated.

Research Priorities
The main areas of opportunistic communicationsireguresearch advances include:
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» Sensing techniques to acquire relevant informafiom the radio environment and
define the feasible operating region

» Decision making processes to allow intelligent ckodf spectrum access, based on
spectrum access policies and available or unussirsin

* Optimisation procedures to define the best wavefevhen applicable given the
environment

» Identification and dissemination of space dimensipportunities in opportunistic
radio networks and collaboration strategies tociffitty make use of them on a
network level

» Adaptable baseband architectures that may effigieatapt to the radio environment

» Scalable and reconfigurable techniques to suppbdigital RF flexible transceiver
architectures

» System-level studies to evaluate the effectivenésise proposed techniques in terms
of system parameters (e.g., capacity, QoS)

* Prototyping and field trials
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7 Frontier and Multidisciplinary Research

7.1 The perspective

R&D history is full of success stories concernidgas that were considered “wild” by the
time they were proposed and that later on havetitoresl a huge success. Optical fibres (i.e.,
the notion of guiding waves without metal) and @pieg systems based on windows and a
mouse (i.e., interacting with a computer withowt tleed of using text line commands) are
just two of the examples. Hence, creating disrumpigopart of the essence of research and
development, and only by such a perspective captyadevelop further — by creating new
products and markets, and by reaching users withseevices and technologies. Obviously,
there are also many failure stories, many of whiehnot known.

Unfortunately, there is no measure of successcirabe used. At the start, it is virtually
impossible to know if an idea will be successfull @rwill make the difference, or on the
other hand, it will be just a waste of resourcas. tBis is what R&D is all about, namely
dealing with basic and fundamental areas. Furthegnay neglecting basic and fundamental
R&D activities, one will be jeopardising the futustnce more applied R&D is always based
on results coming from the basic and fundamental on

In the next decade, mobile and wireless applicatanrd services are likely to become
pervasive, with a widely spread use of devicesyavieere. Computation and communication
capabilities will be radically integrated in a greariety of different everyday objects, from
simple sensors and interactive appliances (e.gdscengs, eyeglasses) via pocket and lap-
sized devices to wall or table screen working aréashnology will undergo a
transformation, from an expensive, highly visiliietech approach as in early cellular
phones, over the current state, where practicallyy@ne owns a mobile phone, to a
disappearing technology that is present everywaedetaken for granted.

In the area of mobile and wireless communicationg, should aim at farfetched objectives
for basic and fundamental research that do nottitotesan approach similar to the Olympic
Games motto ("Citius, Altius, Fortius", standing f&aster, Higher, Stronger”) applied to
current systems and techniques (i.e., more ofah@esbut just better). Such a perspective
challenges many of the current paradigms in mabil wireless communications. But it is
felt that Europe does need to explore ideas bejfmmdsual topics being currently presented
and discussed in technical meetings; only by dtiigy will the European industry continue
to play a leading role in the area of mobile ancelgiss communications, moving from a
decreasing manufacturing role to an increasing €gio@l one.

In what follows, topics are split into major groups

» frontier research, addressing basic and fundamémpads in the specific area of mobile
and wireless communications, and in telecommurtnatin general

» multidisciplinary research, bridging mobile and elsss communications with others
unrelated to telecommunications, namely those ifietin the EC proposal for FP7.

7.2 Frontier Research

Vision
Frontier research will continue to open up newanito meet present and future

requirements. For mobile and wireless communicatiéurther improvements in user-
experience, transparency and autonomy are in rigeetter solutions.
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Frontier research drawing on several disciplings.i3., expected to overcome the current
dependence on traditional input devices such alsdaeys, offer more efficient power-
management and answers to social computing applicesues. In addition, in order to
understand mobile users’ behaviour, multi-disciginwork for learning and behaviour-
modelling is required.

Rationale and Objectives

The focus of the eMobility Platform is not frontiersearch. However, in this domain some
basic and fundamental research can have a vergwrdfimpact, and inversely problems do
arise which may need additional research. The tig=cof frontier research are to explore
new fields in the area, as well as to extend thrddrs of mobile and wireless services and
applications.

Research Priorities

The priorities are to be seen as a complementanitgof frontier research carried out in
other frameworks and objectives. These activittesn@eded to fill gaps and to transfer
research results.

While much progress has been made in facilitatiegititeraction with equipment and the
services, the present solutions remain a majotemeitk for new applications and services.
Terminals without keyboards and innovative disglshniques will change the user
experience and enable new applications. The fundehéevelopments in sensor technology
and sensor networks in general will drive the netgrfaces towards more contextual
computing. In the future input functions couldféct, be thought controlled. However,
frontier research is needed not only for hardwan@vations, in many cases new modes of
interactions in the software are even more imporfEme emerging social computing on
mobile device platforms requires fundamental mdiiciplinary research combined with
network theory, game theory and computer science.

The limited battery-power remains a major constrirthe use of mobile technology. While
improvements have been made, the power-managemuiem has to be addressed at the
system level and requires fundamental innovati@tonly at the hardware level, but also in
energy-efficient software where frontier researah & great promise, but is also very
challenging.

The work on identifying risks due to radio emisskas so far been inconclusive. While it
may prove to be of no concern, a better understgnafi the biological effects would help to
avoid problems and provide peace of mind.

Other areas can be identified as well. The listeas presented below does not carry any

concern about how they can actually be implemerdedhat is the path to follow. It is a list

of ideas that it is considered to be worthwhile@xplore. Moreover, some of these ideas are

more farfetched than others, which does not cartistd devaluation of some over the others.

The following topics are identified:

* Wireless protocol (WP): a new protocol approaciplaging IP, designed for all the
coming features of mobile and wireless communicetio

e User identification: the capability of users beidgntified only by some kind of RFSIM
(Radio Frequency Subscriber Identity Module)

* Millimetre and submillimetre waves: exploration @ropagation and channels at
frequencies in these ranges

* Inter- and intra-device communications: replacemeftwired communications by
wireless ones for these types of applications
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* Information and content deposits: users havingsecteall their relevant information and
content via a wireless terminal, without actuallyrging any of it

* Network information theoretical limits: re-evaluation of these limits for new
approaches of communication systems

» Theoretical limits of cooperative communication paradigms: study of the link and
network capacity gains of cooperative transmissions, involving several terminals

» Theoretical limits of self-organising networks: study of ad hoc network capacity
limits for asymmetric networks, in the number of origin and destination nodes

* New codes: development of codes for networks, lmasid and quantum applications,
among others

7.3 Multidisciplinary Research

The EC has identified the priority disciplines f&D in FP7, which are, besides the one
including mobile and wireless communications (Infation and Communication
Technologies):

* Health

* Food, Agriculture and Biotechnologies

* Nanosciences, Nanotechnologies, Materials, and Rl@guction Technologies
* Energy

* Environment

e Transport

» Socio-economical Sciences and the Humanities

» Security and Space

Multidisciplinary research, bridging the gap betweeobile and wireless communications
and other sciences, should focus on the above Ilsies. Examples are:

. Measurement of the health state and transmissian afarm in case of a problem
. Use of wireless communications to establish compaiitn in the nervous system
. Use of biometrics for user identification

. Usage of multi-sensory information, making uselbhaman five basic senses

. Molecular computing

. Incorporation of circuitry or terminals in commoseuobjects, like eyeglasses

. Cooperation with the clothing industry for the wsgackets for virtual reality

. Expansion of the lifetime of batteries

. Wireless power

. Decrease on the electromagnetic pollution

. Environment-related applications

. Installation of terminals in cars as a basic featarthe automotive industry

. Automotive and related ITS (Intelligent TranspddatSystem) applications

. Sensing the mood and state of mind of the user

. Interaction with other users based on matching s\egdnts or drives

. Virtual presence

. Telepathy based on wireless communications

. Use of birds for relay communications
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8 Accompanying Measures

8.1 Non-Technical Barriers

Future communications will be truly ubiquitous -pahilities, applications and services
delivered over interworked heterogeneous wiredwaineless networks by multiple diverse
service providers who will not own, nor necessagiygn exercise management control, over
these networks. Such communications will have msgaretal implications, impacting all
spheres of life and social interactions.

Potential impacts will includimter alia the areas of:

* e-Governance
o Communications between state and citizen, with otgpapon the democratic
process itself, as well as, on delivery of serviogshe state
» Environmental & Personal Security
o Provision of always-on sensing and monitoring tatam a wide variety of
natural and man-made threats to the human envinoharel personal health
and safety
» Societal Interactions
o0 Interpersonal and person-business relationshipsbahdviours will change
as new technologies permit new methods of intevacind socialising
* Industry Efficiencies
o0 Always-everywhere communications will allow the roduction of new
business models, not simply bringing efficienciest revolutionising value
chains and industry operations

8.2 Rationale and Obijectives

As such, many factors will affect technology requiients and inversely affect social
requirements. The interaction of technology pofisés, requirements and society is a two-
way process:
» Desired societal outcomes can give rise to requargson technology
» Unfettered technology evolution, without considiematof implications, can give rise
to highly undesirable societal outcomes

To create awareness of these evolutionary proctsisiag place in very different
frameworks (e.g., education, social policies, ragahs, business, laboratories) a continuous
effort is required.

Further, an effective combination of industry aadulatory policies, research and
commercial pull-through of R&D is required if theuit of the research requirements
described within the Strategic Research Agenda lietrealised in terms of economic
prosperity and growth for Europe. Without an effesecosystem the SRA will fail to
achieve this goal.

Supporting measures that address these complementary issues are essential. Successin
these areasis critical to the existence of a healthy society and a vibrant ICT industry in
Europe in the 2015-2020 timeframe.
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8.3 Objectives of the SRA: Non-Technical Barriers

Objectives

The key rationale for the e-Mobility Technology #am and its Strategic Research Agenda
is fundamentally to create technology that will lgleaeconomic growth and societal
prosperity for Europe. Good technology resultirapirsuch research, if pulled through with
appropriate business applications, will resultéoremic growth, and prosperity for a wide
range of European industries, not simply the comications or ICT industry.

The Economic Potential- Economic and industry growth will occur if thasesignificant
technology adoption by business to create effigieand productivity gains. Such gains may
take two forms:
* Incremental gains
o through technology offering improved efficienciaeseixisting processes
» Step-change gains
o through technology enabling completely new busimpgesesses, and thereby
revolutionising the value chain

Both are important. The latter has potential faager and deeper impact and economic
benefit, but equally is much harder to secure duruitural aversion to such changes amongst
incumbents. Such potential gains will howeverdxmgnised as early adopters are seen to
benefit. Such potential offers not only benefitsdither industries, but also for
telecommunications operators, through the intrddanatf new services and applications, and
for manufacturers, to support these new applicatand application and industry specific
opportunities.

The Economic Challenge of Today’s European Environment

Existing Markets - Recently, in Europe and globally, many new vessl and mobility
technologies have been rapidly emerging. As theypege for a place in the existing markets
many of these lack economy of scale, as they attemmompete with standardised solutions.
Traditionally the telecommunications industry haswed economies of scale through
international standardisation — indeed, this waskiy in the 1990s, through the formation of
ETSI, to the transformation from national to tridyropean telecommunications companies.
GSM is in this respect the classic exemplar.

New Markets — The significant future economic potential howenasides not in existing,

but in new markets. In Europe today, after the downof recent years, new technologies are
failing to find opportunity for the significant dedfield trials needed to prove technology in
real applications and create these new marketsutape companies are hesitant to invest in
unproven business cases, in some cases potelgmiyng markets open to overseas
competitors, who are often actively supported ®irtovernments who have prioritised
these new ICT markets. A current example wouldhieentay in which Korea has developed
and commercialised DMB, a potential competitor ¥H3H, for which pan-European
spectrum has yet to be allocated, and which ibig actively seeking to export to Europe.

A Changing Environment — Compared to the past, the combination of evaitutif a
European policy environment which mitigates agagtstnomies of scale — nationally
fragmented, and increasingly technology neutralgether with the consequences of the
telecom industry downturn, are reducing opportesifor the pull-through of EU R&D
compared to, say, the early 1990s. This appliegcpéarly in the area of wireless, where lack
of harmonised spectrum directly restricts market¢ si pan-European spectrum was a key
enabler of the success of GSM.
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Exhibit: The Change in Europe’s Wireless R&D Contex 1980-2010

e 1980s: GSM-focussed R&D
0 mandated spectrum, mandated regional technologpa@&dard
e 1990s: 3G and short range wireless
0 consensus spectrum & global standard(s)
0 unlicensed global usage
e 2000s: Beyond Generations?
0 B3G, 4G — the Asian thrust, high bitrate initialshuhas now embraced EU
perspectives of interworking
o0 Multiple new air interfaces, aimed at low cost €lair)
0 Sensor networks — wireless embedded everywhere
e 2010: Spectrum liberalisation & trading
0 Buy spectrum & use whatever technology wished
0 Implications
= Economies of scale through SDR, but only if the bead costs of SDR
are almost zero
= Changes in business models are inevitable

Industry Policy— ICT is today a globalised industry, with miningglographical barriers.
Market liberalisation has removed the concept digtry promotion in many member states,
whilst in others it still exists in camouflage. Evi@ such countries however the focus of
much government policy is on reducing consumerscastl supporting consumer demands,
resulting in increasing regulatory burdens on ingu®©verall across Europe industry policy
is poorly linked with R&D and such linkage is diféat in different member states. This
situation must be acknowledged, studied, undersamadnew approaches identified if the
benefits of strategic research are to be realiseztanomic gains.

From Today to Tomorrow — In today’s environment as just described, R&D-fiuough is
harder & less effective than ten years ago, aha twhen the industry has globalised and
European industry is facing seriously increasingpgetition from Asia. In Europe
commercial funding for R&D application pilots andhdar mechanisms for research pull-
through is available for proven business casesfdolittle else, potentially threatening
Europe’s global competitiveness in the longer term.

This is not tosaythat Europe should move backward, or should resgid® own historical
policies, which are now being pursued in Asia; thauld be both inappropriate and
ineffective in the 21 Century. Rather, Europe should move forward, wéwv policies that

can achieve the goal through new approaches. Howggaificant work is needed, alongside
the proposed SRA research activity, to identifgetifive mechanisms that will achieve the
desired goal of leveraging the fruits of the reskdo create major new markets, invigorate
other industries and thereby stimulate signifieazgnomic growth.

The Social Challenge

Changing Behaviour— The diversity of Europe is its strength. Pai#tics and Eurocrats have
ignored this cultural diversity at their peril. Reland appropriate behaviour in one country
may be unacceptable in another, even across Eysepmnal space has differing definitions,
normal topics of discussion vary. Despite this,ab#ity to communicate anywhere and
anytime, via phone or texting, has changed everpetaviour — for example, no need to take
a map, if you can call from the car and ask foections. Less need to plan ahead if you can
always reach friends by phone.
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Future Changes- Future technology will potentially allow the uderidentify someone with
similar interests as he passes in the streetcaiddhem across a city. But what interests are
acceptable to society or are deviant? How mayvidig between countries? What about
privacy and anonymity? What new forms of productmeaberrant social behaviours could
such capabilities encourage?

The Role for Social Research Traditionally scientists and engineers havethedt
application of their technology to others and netglé consideration of its potential
consequences. The classic example is the refefeaoebecome death” from Robert
Oppenheimer, describing the perspective of thaareaf the atomic bomb as they
contemplated the prospect of what the technologyldviesult in. Arguably the importance
or necessity of such considerations is relatetiécstale of its potential impact upon human
society.

Social Research in Communications Little research has traditionally been undentatie

the future impact of communications. The unforesastess of texting and the still uncertain
future of today’s hoped-for-killer-application médsiTV are examples reflecting this; the
growth of the adult content industry facilitatedthg Internet is another. Yet communication
is a fundamental human need and activity and asoxee into an era of personalised devices
and services, of context awareness, and ubigeityhnology has the potential over a
generation to profoundly change an inherent aspfebie historical personal psyche. Surely
this issue is potentially as profound as GM croplseatter impacts our environment, the
former impacts humanity directly.
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